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Summary

The Wi-Fi system supports both College’s network called UOWCHK _SS and UGC-funded
network, eduroam. This manual covers four methods to access the Wi-Fi in Kowloon City
campus, namely, from your PC operating at Windows 10 and mobile device.

Connecting your PC operating Windows 10 to “UOWCHK_SS”.........cccooiiiiiiiiiiiiiieee 3
Setup Guide for Android 2.x 10 “UOWCHK _SS” ... 10
Connecting your PC operating at Windows 10 to “eduroam”............ccccoovveiiiiiiiiiiiiinneneen, 16
Setup Guide for Android device connecting to “eduroam?”..............cccccvviiiiiiiiiiiiiiiiiiiiines 18
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Connecting your PC operating Windows 10 to “UOWCHK_SS”

a) Click the bottom left hand corner below

b) Type “Control Panel”

All Apps Documents Web More »
Best match
Control Panel G-
App —
Apps
Control Panel
[5 Settings > App
Settings
E System > = Open
B Taskbar notification area > N2
@ See if you have a 32-bit or 64-bit 5 Recent
version of Windows - .
4 Metwork and Sharing Center
Search work and web
ta System
/O control panel - See work and web results > @ Programs and Features
A control panel open > e Devices and Printers
£ control panel windows 10 > | of Security and Maintenance
5|
A2 control panel open windows 10 > =) Java
£ control panel settings - B Mail (Microsoft Outlook 2016)
& Power Options -
£ control panel
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c) Choose “Network and Sharing Center”. Note that if you could not find it, you may
have to change the view to “Small icons”.

Control Panel\All Control Panel items

+ » Control Panel > All Control Panel ltems >

Adjust your computer's settings

25 Administrative Taols
Credential Manager
& Devices and Printers
& Indexing Opticns
@ Mouse

@ Recovery

67 Speech Recognition
Tmuhleshnﬂtmg

[0 AutoPlay
4 Date and Time
@ Ease of Access Center

Internet Options
5¥ Network and Sharing Center

9 Region
i Storage Spaces

88, User Accounts

W Backup and Restore (Windows 7)

[ Default Programs

EJ File Explorer Qptions

[£] Java

Phone and Modem

b RemoteApp and Desktop Connections
@ Sync Center

ﬂ ‘Windows Defender Firewall

d) Click “Set up a new connection or network”

“= Contrael Panel\All Control Panel ltems\Netwaork and Sharing Center

D% BitLacker Drive Encryption
B Dell Audio

4 File History

Keyboard

3 Power Options

P’ Security and Maintenance
& system

[ Work Folders

&« “ 4 % » Control Panel > All Control Panel ltems > Network and Sharing Center

Control Panel Home

Change adapter settings

Change advanced sharing
settings

Media streaming opticns

4|Page

View your basic network information and set up connections

View your active networks

B3 Color Management

& Device Manager

A Fonts

Q Mail (Microsoft Qutlook 2016)
[l Programs and Features

id Sound

Taskbar and Mavigation

Public network

Public network

Access type: Internet

Connections: [

Access type: Mo Internet access

Connections: [ _

ﬁ. Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information,



e) Choose “Manually connect to a wireless network”

'@ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L 3et up a new network
e, Set up a new router or access point,

- Manually connect to a wireless network
E==sal_cnnect to a hidden network or create a new wireless profile,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

Mext | | Cancel

f) Type or choose the following
¢ Network name: UOWCHK_SS
e Security Type: WPA-Enterprise
e Check “Start This connection automatically”
e And then click “Next” button

& & Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwerk name: [ UOWCHK 55 |

Security type: WPRA2-Enterprise ~

Encrypticn type AES W

Segurity Key: Hide characters

[=] Start this connection automatically

[J Connect even if the network is net broadcasting
Waming: If you select this optien, your computer's privacy might be st risk.

Cance
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g) Choose “Change connection settings”

@ WF Manually connect to a wineless nebwork

Sucecessfully added UOWCHK _55

= Change connection settings
Open the connection properties <o that | can change the settings.

h) Select “Security”

UOWCHK _SS Wireless Network Properties X

SSID: UOWCOHK ss
Network type: Access pont
Network avalablity: Al users

[~ Connect sutomaticaly when this network is in range)

[[J Lok for other wireless netwarks whie connected to this
network

[[]Cgnnect even if the network is not broadcasting its name
(ssID)
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i) Click “Settings”

LMOWCHE _35 Wireless Network Properties x

Connection  Jecunity

Spourity type: E‘“‘M R
Encrypion type: AES w

Chgose & network authencatbion method:

Microsoft: Protected EAP (PEAF) w I Settings
[ Bemember my credentiale for this connecton each
time I'm logged on
Agvanced settings

[oc ] coxe

J) Uncheck “Verify the server’s identity by validating the certificate”

Protected EAP Properties d

When connecting:

[ierity the server's identity by validating the certificate;

Connect to these servers (examples:srv 1;srv2;. *\.srv3\.com):

Trusted Root Certification Autharities:
W] 224 Certificate 5
[ Actalis Authentication Root CA

] affirmTrust Commerdial

[] Baltimore CyberTrust Root

[] certum cA

[] certum Trusted MNetwork CA

[] class 3 Public Primary Certification Authority [¥]
< >

Motifications before connecting:

Tell user if the server's identity can't be verified ~

Select Authentication Method:
|Secured password (EAP-MSCHAP v2) e | | Configure... |

Enable Fast Reconnect
[] Disconnect if server does not present cryptobinding TLV
[JEnable Identity Privacy

ok | cancel
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k) Click “OK” twice for all the windows and then click “Close” button for “Manually
connect to a wireless network”

&¥ Manually connect to a wareless netwark

Successfully added UOWCHK _55

—» Change connection settings
Open the connection properties $o that | can change the settings.

Close

[) Click Wi-Fi Icon

m) Choose “UOWCHK _SS” and click “Connect”

eduroam

Connected

UOWCHK _ss
Secured

@ Connect automatically

UOWCHK_KLNC_SS

n) Enter your user name, note that the user name is the first part of your email address.
For example, if your email address is abc@uow.edu.au, you should type in
‘ADUOW\abc” there.
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mailto:abc@uow.edu.au

Windows Security

Sign in

Password

QK Cancel

0) You may now enjoy Internet access upon successful logon.

UOWCHK_ss

Connected, secured

Properties

Disconnect

eduroam

9|Page



Setup Guide for Android 2.x to “UOWCHK_SS”

a) On the home screen, press “Applications”.

P Market ‘Write and J

>

Phone Contacts  Messaging Applications

b) Find the “Settings” icon and tap on it.

Ml B & 15:34

OFTA
-
WIRERR
MyObservat Navigation Perf. Test

ory

HME

Quadrant Places Qwerty
Standard

~ Snap &
g Q) i)
o d o |

RTHK On Settings Snap n Go Social Hub
he Go
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c) Press “Wireless and network” inside “Settings”.

EC) ol B 11:47
Settings

—

=~ Wireless and network
¢ Call settings

»0) Sound

*} Display

{>1 Location and security

B8 Applications

g Accounts and sync

d) Press “Wi-Fi settings”.

) Heoull @ 11:48

Wireless and network

Flight mode

Disable all wireless connections

Wi-Fi settings

Set up and manage WAPs

Bluetooth settings

Manage connections, set device name and
visibility

USB settings

Set USB connection

Tethering

Share your phone's mobile data connection
via USB

VPN settings

Set up and manage Virtual Private Networks
(VPNs)
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e) Turn on the “Wi-Fi” feature if it is not net enabled.

e onll @ 11:49
Wi-Fi settings

Wi-Fi

Turn on Wi-Fi

Wi-Fi networks

f) After Wi-Fi is turned on, the available
‘“UOWCHK _SS” Wi-Fi network.

Houl B 11:49
Wi-Fi settings

Wi-Fi

Network notification

WPS button connection

Wi-Fi networks Scanning <

alumni

UOWCHK _55

eduroam
L

g) Type in the following network’s information:

networks around will be shown. Select

® Select “PEAP” in the “EAP method” option;

® Select “MSCHAPV2” in the “Phase 2 authentication” option;
® [eave the “CA certificate” option as “(unspecified)”; and
[

Leave the “User certificate” option as “(unspecified)”
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UOWCHK_SS

Security 802.1x EAP
Signal strength Excellent
EAP method

PEAP

hase 2 authentication
MSCHAPV2

CA certificate

(unspecified)

User certificates

(unspecified)

® Enter your “ADUOW\” and UOWCHK EID to the “Identity” field
® Enter your network connection password to the “Password” field

Some mobile phones are required to choose “First time to trust” under CA certificate
dropdown and then choose connect when the confirmation dialog popped up.

UOWCHK_SS

EAP &

PEAP -

5 PR BT

MSCHAPV2 -

ERRGESE

BRERREE
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35 e P S 1ERVARARIS ?

WIRIERU N EFIER > HRIRET
HEABARELR o

fRIfRas &8 -
DigiCert TLS RSA SHA256 2020
CAT

HREERE

DigiCert Global Root CA

A8
DigiCert Inc

=
AR

8032ce5e0bddbeba

Some newly Android version must:

1) For "CA certificate” please select "Use system certificates”

2) For "Domain”, please fill-in "uow.edu.au"

3) For "Online certificate status”, choose "Require status for all certificates”
4) For "Anonymous ldentity", please make sure it is empty

Tab the “Connect” button to establish Wi-Fi connection.

Identity
ADUOWAEID

Ananymous identity

Password

liiiili1|

V' Show password,

Connect Cancel
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h) When authentication is done, you will be notified that the connection is successful.
Accessing Internet services via UOWCHK_SS is now ready.

Wi-Fi settings

Wi-Fi

Network notification

WPS button connection

Wi-Fi networks

UOWCHK _SS

eduroam

Prioritize Wireless Network Connections — Android devices

e By default, if 3G network connection is enabled, it will be the primary network connection
once the device is turned on.

e 3G data connection can be turned off explicitly, or by using “Flight mode”.

e When Wi-Fi is turned on, your device will try to connect to the most recently used Wi-Fi
network (“remembered” network). If the most recently used network is not available (turn
off or out of range), it will try to look for the second last one, so and so forth.

e When Wi-Fi is successfully connected, the data transfer will be done by Wi-Fi instead of
3G.

e Wi-Fi connection is still available even the device is in “Flight mode” which you may wish
to turn off when Wi-Fi connect is not desired, e.g. in aircraft, save cost, save battery life.
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Connecting your PC operating at Windows 10 to “eduroam”

a) Click the "Network” icon to list the available Wi-Fi networks in range.

% eduroam

e'f/‘ UOWCHK

b) Select the "eduroam” network and then click the "Connect" button.

/7~ eduroam
10

Connect automatically

c) When prompt, enter your EID plus the “@uow.edu.au” suffix as the
login name, network connection password and then press the “OK”
buttonto login.
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LS Settings - (=] X

£52  NETWORK & INTERNET | Find a setting 2|
I -
Airplane mode
@ oo

Data usage

edurcam
VPN

Enter your user name and password
Dial-up [ EID@uow.edu.au |
i I o“non| ‘o‘l
Proxy

d) Click the “Connect” button to continue.

. eduroam

Continue connecting?

If you expect to find edurcam in this location, go ahead
and connect. Otherwise, it may be a different network

with the same name.

e) You may enjoy the free Internet access upon successful logon.

Show certificate details
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Setup Guide for Android device connecting to “eduroam”

1. On the home screen, press “Apps”.

() ™
Pl
() Oj SENLLL
® T 0 e
e S :‘——VTY'_‘ 16} J‘;‘
® @ =

O & )

2. Find the “Settings” icon and tap on it.

Calculatery Music Player; Clock Messaging

ol o Lk

Settings~ = Galleny:

Video Player Voice

Contacts Internet
Recorder

1= n

v,

Help Advanced
TaskKiller...

3. Turn on “Wi-Fi” function inside “Settings” and tag on it to list all the available Wi-Fi
networks.

18| Page



S| "
Settings

Wireless and network

® Wi-Fi
® Bluetooth

# Data usage

B More settings

Device

4. Find and select “eduroam”.

< {C} wi-Fi

Wi-Fi networks J Scanning..

=
i

_—
=8

l eduroam

=
=5

l Wi-Fi Direct J

5. Select or enter the following network information:
® Select “PEAP” in the “EAP method” option
® Select “MSCHAPV2” in the “Phase 2 authentication” option
® L eave the “CA certificate” option as “(unspecified)”
® | eave the “User certificate” option as “(unspecified)”
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(o]

eduroam

EAP method
PEAP

Phase 2 authentication

MSCHAPV2

CA certificate
(Unspecified)

User certificate

Cancel ] Connect

Some mobile phones are required to choose “First time to trust” under CA certificate
dropdown and then choose connect when the confirmation dialog popped up.

EAP /%

PEAP -

e

% —PEERERE

ERRTESE

BXERREE

R BE
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& 5 Pl S ERVARARDS 2

WRREGRIA T EFRHERE » I RISAEF
HEHBAR LR o

fRIfRas &8 -
DigiCert TLS RSA SHA256 2020
CAT

FREIERE -

DigiCert Global Root CA

A8
DigiCert Inc

=
AR

8032ce5e0bddbeba

® Scroll down to enter your UOW EID plus “@uow.edu.au” (i.e.
EID@uow.edu.au”) in the “Identity” field
® Enter your network connection password to the “Password” field Tab

the “Connect” button to establish Wi-Fi connection.

[

eduroam
Identity
UOWEID@uow.edu.au

Anonymous identity

Password

J



mailto:%20EID@uow.edu.au
mailto:%20EID@uow.edu.au

When authentication is done, you will be notified that the connection was successful.
Internet access via “eduroam” is now ready.

< {3} Wi-Fi

Wi-Fi networks

eduroan

Prioritize Wireless Network Connections — Android devices

e By default, if 3G network connection is enabled, it will be the primary network
connection once the device is turned on.

e 3G data connection can be turned off explicitly, or by using “Flight mode”.

e When Wi-Fi is turned on, your device will try to connect to the most recently used Wi-
Fi network (“remembered” network). If the most recently used network is not available
(turn off or out of range), it will try to look for the second last one, so and so forth.

e When Wi-Fi is successfully connected, the data transfer will be done by Wi-Fi
instead of 3G.

e Wi-Fi connection is still available even the device is in “Flight mode” which you may
wish to turn off when Wi-Fi connect is not desired, e.g. in aircraft, save cost, save
battery life.

22|Page



